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Helpers 
simple sensors to  
advanced spectrum 
analyzers

SU MNO has 
to pay:

Ethereum smart 
contract network
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Two key questions

1. What is the cost of using smart contract?  

2. Under which conditions Spass can sustain a profitable 
business model? 

1. helpers willing to participate 

2. SU willing to buy service

!6



Motivation Spass Take-awaysMalicious helpersBusiness feasibility Performance

Overview of smart-contracts in Ethereum

!7

• Computer program running on Blockchain, e.g., 
Ethereum  

• Defining terms of an agreement 
• No need for trust among trading entities, no intermediary 

• Trust is in the chain! 
• account containing (immutable) code and storage 

• Can send Ether (credit) to other accounts 
• Read/write storage 
• Can call other contracts
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Overview of smart-contracts in Ethereum
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ETHEREUM

•Smart contracts charge the caller of a function! [To avoid 
DDoS attacks] 

•The cost of a function is increasing with the amount of data 
written to the contract and complexity of computation.

• Computer program running on Blockchain, e.g., 
Ethereum  

• Defining terms of an agreement 
• No need for trust among trading entities, no intermediary 

• Trust is in the chain! 
• account containing (immutable) code and storage 

• Can send Ether (credit) to other accounts 
• Read/write storage 
• Can call other contracts
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Overview of Spass
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1- Register Spass contract in Ethereum

1 Ethereum network

• SU defines the parameters  
• required minimum sensing accuracy in terms of PU 

detection accuracy, false alarm rate 
• payment 
• dispute resolution
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Overview of Spass
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2- Broadcast the contract address to helpers

Contact 
address

Contact 
address Contact 

address

2

1- Register Spass contract in Ethereum
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Overview of Spass
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3- Helpers check the contract  
and if the terms are suitable for them, they 
register as candidate helpers

Contact 
address

Helpers 
(some free riders)

3

2- Broadcast the contract address to helpers
1- Register Spass contract in Ethereum
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4- Contract selects H helpers

Helper selection
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3- Helpers check the contract  
and if the terms are suitable for them, they 
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5- Helpers send to SU their actual sensing 
data in near-real time

5

4- Contract selects H helpers

3- Helpers check the contract  
and if the terms are suitable for them, they 
register as candidate helpers

2- Broadcast the contract address to helpers
1- Register Spass contract in Ethereum

Majority logic
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6 6- Helper-Ethereum network compressed 
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Spass contract functionality
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Spass contract functionality

• Based on price of sensing, sensing accuracy, reputations,
… 

• Goal:  
• satisfy spectrum sensing accuracy asserted by the 

regulator (high probability of detection) 
• discover available spectrum (low false alarm)
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Payment  
(clearing)

Malicious helper 
identification

Helper 
selection
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• Based on collected sensing reports 
• Helpers report might arrive asynchronously and hence 

Spass needs to store them before running malicious helper 
identification algorithm on the reports 

• Ethereum storage is limited and costly

Spass contract functionality
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Payment  
(clearing)

Malicious helper 
identification

Helper 
selection



Motivation Spass Take-awaysMalicious helpersBusiness feasibility Performance

Spass contract functionality
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Payment  
(clearing)

Malicious helper 
identification

Helper 
selection

• Payment to helpers who are not blacklisted as malicious 
helpers
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Verification rounds

• Honest helpers (Pdh, Pfh) 
• Malicious helpers (Pdm, Pfm): does not sense the spectrum but 

generates sensing data according to PU’s statistic p0 
• Fraction of malicious helpers known to the contract
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Verification round k Verification round k+1 Verification round k+2 

Malicious
helper 

identification 

Spass contract

Clearing 
Update

blacklisted

helpers list 

Helper

selection 

Collect

sensing

reports 

SU network

spectrum

access

decision

Spectrum

sensing

reports

Rs

V
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Business feasibility analysis
Income: How much money an SU network can earn by 
the discovered spectrum? 
Payment: How much does it have to pay for Spass?

!22
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Smart  
contract
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Income of the SU network

• A client pays μ euros/bit for second 
• Channel bandwidth B  
• Uspass: Utility of the discovered spectrum: (1-pf)p0 

• Spectral efficiency of the SU network: K bits/sec/Hertz

!23

No false alarm
PU is idle
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Payment to Spass
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number of 
helpers

•We assume write operation to the contract is the dominant cost
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Payment to Spass
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cost of sensingCompression 
ratio

number of 
helpers

rate of sensing

cost of 
Ethereum 

•We assume write operation to the contract is the dominant cost
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Business feasibility analysis
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We find the operation range of an SU network in which it 
can make profit from Spass: net profit>0

SU 
income Spass cost
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When Spass is profitable?
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Required spectral 
efficiency
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# OF MALICIOUS 
HELPERS 

When Spass is profitable?
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Required spectral 
efficiency

•Spass should identify malicious helpers 

•Spass should implement high compression of reports
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Helpers’ reporting process
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Helpers’ reporting process
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Sensing report: 1011001001100

Compressed sensing 
report: 11110

Compression 
factor: 1/3
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Lower number of bits: lower cost but might result in lower 
malicious helper detection accuracy

Helpers’ reporting process

!29

Sensing report: 1011001001100

Compressed sensing 
report: 11110

Compression 
factor: 1/3
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Two-threshold based voting

A B C D

1010001000 1010101001 0111101001 0010101001

H. Li and Z. Han, “Catch me if you can: An abnormality detection approach for collaborative spectrum sensing in CRNs,” 
IEEE Transactions  on Wireless Communications, vol. 9, no. 11, pp. 3554–3565, 2010

• Distance between two helpers  
• normalized Hamming distance of two helper reports [Li2010]  

• Expected distance  
• honest-honest helpers 
• honest-malicious helpers
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Two-threshold based voting (TTBV) for each helper
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A B C D

TTBV

wAB

wCB
wDB

Malicious or honest

wth is a threshold 
greater than 0.5

Is B malicious or honest?
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Two-threshold based voting (TTBV) for each helper

!35

OPINION: UNSURE
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Performance analysis
• Python simulator 
• Total 20 candidate helpers, 5 malicious, 8 helpers selected for sensing in every round 
• Each round: 5000 time slots 
• Honest Pd = 0.90, Ph=0.05, PU idle=0.6, Rs=1 Hz 
• Impact of  

• (fraction of) malicious helpers 
• compression factor 

• Accuracy of malicious helper detection 
• blacklisted honest helpers 
• time to detect all malicious helpers 

• Accuracy of sensing 
• Pd and Pf 

• Ethereum (Solidity) prototype 
• analysis of cost of functions

!36
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•Our algorithm can identify all malicious helpers after 6-7 rounds 
•with increasing β (compression factor), the time to identifying all malicious helpers 

is longer 

!37

COMPRESSION 

FACTOR

Accuracy of malicious helper identification

ACCURACY OF TTBV AS PD MALICIOUS HELPERS IN A CONRACT
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Blacklisting honest helpers must be avoided

undesirable as it makes 
helpers hesitate to 
participate in Spass! 

!38

COMPRESSION 

FACTOR
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Sensing accuracy

• Majority logic is robust to malicious helpers 
• Hence, the sensing accuracy is not drastically affected

!39
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Spass prototype: Ethereum smart 
contract code

Source code is available under: https://github.com/zubow/Spass_contract 

!40

Assumed 1 ETH=500$. The current price is 220$.


sensing rate Rs of 10Hz,  
compression factor β of 100  
verification round duration V of 15 min  
15 Bytes of sensing data in each round  
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Take aways and future work
• Spass: smart contracts for spectrum sensing 
• Trading in a distributed, trust-less environment 
• Smart contracts are not free!  
• Business feasibility analysis of Spass considering sensing and 

Ethereum smart contract costs 
• Future/Ongoing work:  

• Realistic malicious helper models 
• Pricing/payment strategies of helpers and helper selection 
• Lossless compression 

!41
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Thank you! 
Suzan Bayhan, Anatolij Zubow, and Adam Wolisz 

https://suzanbayhan.github.io/ 


